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the Contractor shall, at the end of the cal-
endar quarter in which the change occurs, 
submit to the Contracting Officer within 30 
days an updated disclosure using OMB 
Standard Form LLL. 

(e) Penalties. (1) Any person who makes an 
expenditure prohibited under paragraph (b) 
of this clause or who fails to file or amend 
the disclosure to be filed or amended by 
paragraph (d) of this clause shall be subject 
to civil penalties as provided for by 31 
U.S.C.1352. An imposition of a civil penalty 
does not prevent the Government from seek-
ing any other remedy that may be applica-
ble. 

(2) Contractors may rely without liability 
on the representation made by their sub-
contractors in the certification and disclo-
sure form. 

(f) Cost allowability. Nothing in this clause 
makes allowable or reasonable any costs 
which would otherwise be unallowable or un-
reasonable. Conversely, costs made specifi-
cally unallowable by the requirements in 
this clause will not be made allowable under 
any other provision. 

(g) Subcontracts. (1) The Contractor shall 
obtain a declaration, including the certifi-
cation and disclosure in paragraphs (c) and 
(d) of the provision at FAR 52.203–11, Certifi-
cation and Disclosure Regarding Payments 
to Influence Certain Federal Transactions, 
from each person requesting or receiving a 
subcontract exceeding $150,000 under this 
contract. The Contractor or subcontractor 
that awards the subcontract shall retain the 
declaration. 

(2) A copy of each subcontractor disclosure 
form (but not certifications) shall be for-
warded from tier to tier until received by the 
prime Contractor. The prime Contractor 
shall, at the end of the calendar quarter in 
which the disclosure form is submitted by 
the subcontractor, submit to the Con-
tracting Officer within 30 days a copy of all 
disclosures. Each subcontractor certification 
shall be retained in the subcontract file of 
the awarding Contractor. 

(3) The Contractor shall include the sub-
stance of this clause, including this para-
graph (g), in any subcontract exceeding 
$150,000. 

(End of clause) 

[72 FR 46331, Aug. 17, 2007, as amended at 75 
FR 53134, Aug. 30, 2010] 

52.203–13 Contractor Code of Business 
Ethics and Conduct. 

As prescribed in 3.1004(a), insert the 
following clause: 

CONTRACTOR CODE OF BUSINESS ETHICS AND 
CONDUCT (OCT 2015) 

(a) Definitions. As used in this clause— 

Agent means any individual, including a di-
rector, an officer, an employee, or an inde-
pendent Contractor, authorized to act on be-
half of the organization. 

Full cooperation—(1) Means disclosure to 
the Government of the information suffi-
cient for law enforcement to identify the na-
ture and extent of the offense and the indi-
viduals responsible for the conduct. It in-
cludes providing timely and complete re-
sponse to Government auditors’ and inves-
tigators’ request for documents and access to 
employees with information; 

(2) Does not foreclose any Contractor 
rights arising in law, the FAR, or the terms 
of the contract. It does not require— 

(i) A Contractor to waive its attorney-cli-
ent privilege or the protections afforded by 
the attorney work product doctrine; or 

(ii) Any officer, director, owner, or em-
ployee of the Contractor, including a sole 
proprietor, to waive his or her attorney cli-
ent privilege or Fifth Amendment rights; 
and 

(3) Does not restrict a Contractor from— 
(i) Conducting an internal investigation; or 
(ii) Defending a proceeding or dispute aris-

ing under the contract or related to a poten-
tial or disclosed violation. 

Principal means an officer, director, owner, 
partner, or a person having primary manage-
ment or supervisory responsibilities within a 
business entity (e.g., general manager; plant 
manager; head of a division or business seg-
ment; and similar positions). 

Subcontract means any contract entered 
into by a subcontractor to furnish supplies 
or services for performance of a prime con-
tract or a subcontract. 

Subcontractor means any supplier, dis-
tributor, vendor, or firm that furnished sup-
plies or services to or for a prime contractor 
or another subcontractor. 

United States means the 50 States, the Dis-
trict of Columbia, and outlying areas. 

(b) Code of business ethics and conduct. (1) 
Within 30 days after contract award, unless 
the Contracting Officer establishes a longer 
time period, the Contractor shall— 

(i) Have a written code of business ethics 
and conduct; 

(ii) Make a copy of the code available to 
each employee engaged in performance of 
the contract. 

(2) The Contractor shall— 
(i) Exercise due diligence to prevent and 

detect criminal conduct; and 
(ii) Otherwise promote an organizational 

culture that encourages ethical conduct and 
a commitment to compliance with the law. 

(3)(i) The Contractor shall timely disclose, 
in writing, to the agency Office of the In-
spector General (OIG), with a copy to the 
Contracting Officer, whenever, in connection 
with the award, performance, or closeout of 
this contract or any subcontract thereunder, 
the Contractor has credible evidence that a 
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principal, employee, agent, or subcontractor 
of the Contractor has committed— 

(A) A violation of Federal criminal law in-
volving fraud, conflict of interest, bribery, or 
gratuity violations found in Title 18 of the 
United States Code; or 

(B) A violation of the civil False Claims 
Act (31 U.S.C. 3729–3733). 

(ii) The Government, to the extent per-
mitted by law and regulation, will safeguard 
and treat information obtained pursuant to 
the Contractor’s disclosure as confidential 
where the information has been marked 
‘‘confidential’’ or ‘‘proprietary’’ by the com-
pany. To the extent permitted by law and 
regulation, such information will not be re-
leased by the Government to the public pur-
suant to a Freedom of Information Act re-
quest, 5 U.S.C. Section 552, without prior no-
tification to the Contractor. The Govern-
ment may transfer documents provided by 
the Contractor to any department or agency 
within the Executive Branch if the informa-
tion relates to matters within the organiza-
tion’s jurisdiction. 

(iii) If the violation relates to an order 
against a Governmentwide acquisition con-
tract, a multi-agency contract, a multiple- 
award schedule contract such as the Federal 
Supply Schedule, or any other procurement 
instrument intended for use by multiple 
agencies, the Contractor shall notify the OIG 
of the ordering agency and the IG of the 
agency responsible for the basic contract. 

(c) Business ethics awareness and compli-
ance program and internal control system. 
This paragraph (c) does not apply if the Con-
tractor has represented itself as a small busi-
ness concern pursuant to the award of this 
contract or if this contract is for the acquisi-
tion of a commercial item as defined at FAR 
2.101. The Contractor shall establish the fol-
lowing within 90 days after contract award, 
unless the Contracting Officer establishes a 
longer time period: 

(1) An ongoing business ethics awareness 
and compliance program. 

(i) This program shall include reasonable 
steps to communicate periodically and in a 
practical manner the Contractor’s standards 
and procedures and other aspects of the Con-
tractor’s business ethics awareness and com-
pliance program and internal control sys-
tem, by conducting effective training pro-
grams and otherwise disseminating informa-
tion appropriate to an individual’s respective 
roles and responsibilities. 

(ii) The training conducted under this pro-
gram shall be provided to the Contractor’s 
principals and employees, and as appro-
priate, the Contractor’s agents and sub-
contractors. 

(2) An internal control system. 
(i) The Contractor’s internal control sys-

tem shall— 
(A) Establish standards and procedures to 

facilitate timely discovery of improper con-

duct in connection with Government con-
tracts; and 

(B) Ensure corrective measures are 
promptly instituted and carried out. 

(ii) At a minimum, the Contractor’s inter-
nal control system shall provide for the fol-
lowing: 

(A) Assignment of responsibility at a suffi-
ciently high level and adequate resources to 
ensure effectiveness of the business ethics 
awareness and compliance program and in-
ternal control system. 

(B) Reasonable efforts not to include an in-
dividual as a principal, whom due diligence 
would have exposed as having engaged in 
conduct that is in conflict with the Contrac-
tor’s code of business ethics and conduct. 

(C) Periodic reviews of company business 
practices, procedures, policies, and internal 
controls for compliance with the Contrac-
tor’s code of business ethics and conduct and 
the special requirements of Government con-
tracting, including— 

(1) Monitoring and auditing to detect 
criminal conduct; 

(2) Periodic evaluation of the effectiveness 
of the business ethics awareness and compli-
ance program and internal control system, 
especially if criminal conduct has been de-
tected; and 

(3) Periodic assessment of the risk of 
criminal conduct, with appropriate steps to 
design, implement, or modify the business 
ethics awareness and compliance program 
and the internal control system as necessary 
to reduce the risk of criminal conduct iden-
tified through this process. 

(D) An internal reporting mechanism, such 
as a hotline, which allows for anonymity or 
confidentiality, by which employees may re-
port suspected instances of improper con-
duct, and instructions that encourage em-
ployees to make such reports. 

(E) Disciplinary action for improper con-
duct or for failing to take reasonable steps 
to prevent or detect improper conduct. 

(F) Timely disclosure, in writing, to the 
agency OIG, with a copy to the Contracting 
Officer, whenever, in connection with the 
award, performance, or closeout of any Gov-
ernment contract performed by the Con-
tractor or a subcontractor thereunder, the 
Contractor has credible evidence that a prin-
cipal, employee, agent, or subcontractor of 
the Contractor has committed a violation of 
Federal criminal law involving fraud, con-
flict of interest, bribery, or gratuity viola-
tions found in Title 18 U.S.C. or a violation 
of the civil False Claims Act (31 U.S.C. 3729– 
3733). 

(1) If a violation relates to more than one 
Government contract, the Contractor may 
make the disclosure to the agency OIG and 
Contracting Officer responsible for the larg-
est dollar value contract impacted by the 
violation. 
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(2) If the violation relates to an order 
against a Governmentwide acquisition con-
tract, a multi-agency contract, a multiple- 
award schedule contract such as the Federal 
Supply Schedule, or any other procurement 
instrument intended for use by multiple 
agencies, the contractor shall notify the OIG 
of the ordering agency and the IG of the 
agency responsible for the basic contract, 
and the respective agencies’ contracting offi-
cers. 

(3) The disclosure requirement for an indi-
vidual contract continues until at least 3 
years after final payment on the contract. 

(4) The Government will safeguard such 
disclosures in accordance with paragraph 
(b)(3)(ii) of this clause. 

(G) Full cooperation with any Government 
agencies responsible for audits, investiga-
tions, or corrective actions. 

(d) Subcontracts. (1) The Contractor shall 
include the substance of this clause, includ-
ing this paragraph (d), in subcontracts that 
have a value in excess of $5.5 million and a 
performance period of more than 120 days. 

(2) In altering this clause to identify the 
appropriate parties, all disclosures of viola-
tion of the civil False Claims Act or of Fed-
eral criminal law shall be directed to the 
agency Office of the Inspector General, with 
a copy to the Contracting Officer. 

(End of clause) 

[72 FR 65882, Nov. 23, 2007, as amended at 73 
FR 67091, Nov. 12, 2008; 75 FR 14066, Mar. 23, 
2010; 80 FR 38299, July 2, 2015] 

52.203–14 Display of Hotline Poster(s). 
As prescribed in 3.1004(b), insert the 

following clause: 

DISPLAY OF HOTLINE POSTER(S) (OCT 2015) 

(a) Definition. 
United States, as used in this clause, means 

the 50 States, the District of Columbia, and 
outlying areas. 

(b) Display of fraud hotline poster(s). Except 
as provided in paragraph (c)— 

(1) During contract performance in the 
United States, the Contractor shall promi-
nently display in common work areas within 
business segments performing work under 
this contract and at contract work sites— 

(i) Any agency fraud hotline poster or De-
partment of Homeland Security (DHS) fraud 
hotline poster identified in paragraph (b)(3) 
of this clause; and 

(ii) Any DHS fraud hotline poster subse-
quently identified by the Contracting Offi-
cer. 

(2) Additionally, if the Contractor main-
tains a company website as a method of pro-
viding information to employees, the Con-
tractor shall display an electronic version of 
the poster(s) at the website. 

(3) Any required posters may be obtained 
as follows: 

Poster(s) Obtain from 
lllllllll lllllllll 

lllllllll lllllllll 

(Contracting Officer shall insert—(i) Appro-
priate agency name(s) and/or title of applica-
ble Department of Homeland Security fraud 
hotline poster); and 

(ii) The website(s) or other contact infor-
mation for obtaining the poster(s).) 

(c) If the Contractor has implemented a 
business ethics and conduct awareness pro-
gram, including a reporting mechanism, such 
as a hotline poster, then the Contractor need 
not display any agency fraud hotline posters 
as required in paragraph (b) of this clause, 
other than any required DHS posters. 

(d) Subcontracts. The Contractor shall in-
clude the substance of this clause, including 
this paragraph (d), in all subcontracts that 
exceed $5.5 million, except when the sub-
contract— 

(1) Is for the acquisition of a commercial 
item; or 

(2) Is performed entirely outside the United 
States. 

(End of clause) 

[72 FR 65882, Nov. 23, 2007, as amended at 80 
FR 38299, July 2, 2015] 

52.203–15 Whistleblower Protections 
Under the American Recovery and 
Reinvestment Act of 2009 

As prescribed in 3.907–7, use the fol-
lowing clause: 

WHISTLEBLOWER PROTECTIONS UNDER THE 
AMERICAN RECOVERY AND REINVESTMENT 
ACT OF 2009 (JUN 2010) 

(a) The Contractor shall post notice of em-
ployees rights and remedies for whistle-
blower protections provided under section 
1553 of the American Recovery and Reinvest-
ment Act of 2009 (Pub. L. 111–5) (Recovery 
Act). 

(b) The Contractor shall include the sub-
stance of this clause, including this para-
graph (b), in all subcontracts that are funded 
in whole or in part with Recovery Act funds. 

(End of clause) 

[74 FR 14636, Mar. 31, 2009, as amended at 75 
FR 34259, June 16, 2010] 

52.203–16 Preventing Personal Con-
flicts of Interest. 

As prescribed in 3.1106, insert the fol-
lowing clause: 
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